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Purpose 

The purpose of this policy is to: 

¶ Provide clear guidance on recruiting for research via social media. 

¶ Provide standardized information and guidance related to research and data collection 

involving social media. 

¶ Promote and facilitate best ethical practices for the use of social media in research. 

In this document, “social media” refers to any social online data and platforms (excluding email). 

This includes X (formerly Twitter), Facebook, Instagram, TikTok, Reddit, and other online forums or 

messaging platforms, along with any future and emerging platforms. 

Background 

Conducting research-related activities using social media has become increasingly common 
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Social media competency 

Researchers at Queen’s who wish to conduct research activities using social media platforms must 

clearly describe to the Research Ethics Board (REB) their plans, showing that they know the 

subtleties of using social media. This includes awareness of privacy issues, relevant user settings, 

privacy settings and terms of service (ToS) on the platforms being used, as well as the effect of 

these on the privacy, confidentiality, and rights of potential research participants. 

Researchers must thoroughly read and understand the terms and conditions for any social media 

platforms they propose to use, and remain updated on changes to these, as they may change 

frequently. 

Privacy and confidentiality of participants 

Consider how profiles were intended for use and how “public” the space is perceived to be. For 

example, posts on an individual’s private profile account with 10 personal connections is regarded 

as more “private” than those of a celebrity profile or a profile with 500+ connections. 

Respecting the privacy and confidentiality of participants means that potential participants can 

find out more about a study and participate without having their interest or participation made 

known to others. To help achieve this, examine the proposed social media platform and its 

privacy mechanisms to understand any potential limitations for participant confidentiality. Privacy 

and confidentiality must be protected unless participants consent to waive these protections. Also 

consider that as the risk(s) of participation in research increase (e.g., by involving more sensitive 

subject matter), privacy and confidentiality become critical requirements.   

Importantly, note that ethical considerations about data access and use cannot be ignored simply 
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Collection and analysis of social media data 

Be aware that although a social media platform may seem to be “public”, collecting and analyzing 

data from these sources is not that simple.  

Researchers should do the following when conducting and analyzing social media data:  

¶ Respect the privacy restrictions, user settings, and legal requirements of the particular 

social media platform they intend to use; and 

¶ Seriously consider the potential risks associated with collecting and analyzing social media 

data. 

Types of data 

Research involving social media platforms generally focuses on one of two communication 

practices: 

¶ The content of communication. 

o Has potential to be linked with other data, or potentially harmful if used outside of 

the context of the social media platform. 

¶ The form of communication. 

o More focused on linguistic style rather than content; therefore, is lower in risk to 

participants. 

In accordance with the TCPS 2, Article 2.9, research will be assessed by the REB according to a 

proportionate review related to risk vs. vulnerability of the target population. 

Level of intrusiveness 

The way in which researchers find data is important to consider in the realm of social media. 

Passive analysis of postings is less intrusive than direct involvement in communications with 

participants. Where feasible, researchers should aim for the least intrusive methods possible. 
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Questions to consider when determining whether to use social media 

for recruitment 

¶ Why must the internet and social media be used to recruit participants for this project? 

¶ What are the platforms' or applications' terms of use and privacy policies?  

¶ What are users’ privacy expectations regarding the platforms or applications? 

Questions to consider when determining whether to use social media 

for research/data collection: 

¶ Why is it necessary to use the internet and social media for this project? 

¶ What is the study subject matter? Is the data personal information? Is it sensitive personal 

information? Is it health information? 

¶ Who is the target demographic? Are there additional privacy measures required to protect 

vulnerable individuals? 

¶ What are the platform’s or application’s terms of use and privacy policies?  

¶ What are users’ privacy expectations regarding the platforms or applications? 

¶ Are you collecting the minimum amount of personal information required to answer your 

research question? 
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Informed consent vs. implied consent 

There are two types of consent applicable to research involving social media: Informed and 

Implied. 

Informed consent 

Participant consent is essential to conducting ethical research. Informed consent is the process by 

which participants are provided comprehensive information about the study (study-specific 

consent), including its: 

¶ Purpose 

¶ Procedures 

¶ Potential benefits 

¶ Possible risks 

¶ Voluntary nature 

Informed consent ensures that participants are fully aware of what will be asked of them and 

what they can expect during the study. 

Informed consent serves to protect the rights, autonomy, and well-being of individuals taking part 

in research studies. 

Informed consent may be presented to participants in the form of:  

¶ Written informed consent 

¶ Verbal consent 

¶ Implied consent 

¶ Waiver of consent 

¶ Broad consent 

¶ Assent 

¶ Opt-out consent 

Examples: 

Recruiting in a manner where participants must reach out (or recruited into) the study and 

written/verbal consent is obtained by the study team before data collection. 
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Implied consent 

Implied consent occurs when individuals do not explicitly provide consent, but their actions imply 

agreement to participate. It is often assumed when participants take actions that demonstrate 

tacit agreement, such as showing up for an appointment or completing survey questions. 

This is accomplished by providing the participant with all the necessary information at the 

beginning to inform them of the research project (for example, the information section could 

include a shortened consent form) but lacking the signature line. If the participants want to 

proceed with 
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Summary of the main ethics issues to consider when designing, 

implementing, or assessing an internet-mediated research study 

The table below was adopted from the following source, Guest Editorial: Ethical Issues in Social 

Media Research. 

Table 1 Summary of the main ethics issues to consider when designing, implementing, or assessing an internet-mediated 

research study.  

Principle Considerations 

Respect for the 

autonomy, privacy, 

and dignity of 

individuals and 

communities 

Public/private distinction: The extent to which potential data derived 

from online sources should be considered in the public or private 

domain. 

Confidentiality: Levels of risk to the confidentiality of participants’ data, 

and how to minimize and/or inform participants of these risks, 

particularly where they may potentially lead to harm. 

Copyright: Copyright issues and data ownership, and when permission 

should be sought to use potential data sources. 

Valid consent: How to implement robust, traceable valid consent 

procedures. 

Withdrawal: How to implement robust procedures which allow 

participants to act on their rights to withdraw data. 

Debriefing: How to implement robust procedures which maximize the 

likelihood of participants receiving appropriate debrief information. 

Scientific integrity Levels of control: How reduced levels of control may affect the scientific 

value of a study, and how best to maximize levels of control where 

appropriate. 

Social responsibility Disruption of social structures: The extent to which proposed research 

study procedures and dissemination practices might disrupt/harm 

social groups. 

https://journals.sagepub.com/doi/10.1177/1556264619901215#table1-1556264619901215
https://journals.sagepub.com/doi/10.1177/1556264619901215#table1-1556264619901215
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Principle Considerations 

Maximizing benefits 

and minimizing 

harm 

Maximizing benefits: How each of the issues mentioned above might 

https://www.jmir.org/2017/4/e104/
https://www.jmir.org/2017/4/e104/
https://www.jmir.org/2017/4/e104/


https://macsphere.mcmaster.ca/handle/11375/25327
https://www.jmir.org/2017/4/e104/
https://journals.sagepub.com/doi/10.1177/1556264619901215
https://aoir.org/ethics/
https://aoir.org/ethics/
https://ahrecs.com/resources/social-media-research-a-guide-to-ethics-by-townsend-and-wallace-guidance-dr-leanne-townsend-prof-claire-wallace-2016/
https://journals.sagepub.com/doi/10.1177/0038038517708140
https://journals.sagepub.com/doi/10.1177/0038038517708140

