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The Martello Papers

The Queen’s University Centre for International Relations (QCIR) is pleased to
present the sixteenth in its series of security studies, the Martello Papers. Taking
their name from the distinctive towers built during the nineteenth century to defend
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| ntroduction

Fifty years ago, the victors of the Second World War met in San Francisco. They
faced crossroads between peace and war, between new and old ways of thinking;
yet, they were hopefully optimistic that they could diverge onto the path less
taken, a path that would, in the words of the preamble to the United Nations
Charter, “save succeeding generations from the scourge of war, which twice in
our lifetime has brought untold sorrow to mankind.”*

Whatever high hopes the Allied nations had in creating an international struc-
ture able to meet those lofty goals were soon dashed by the Cold War. Instead of
a fully capable diplomatic and military mechanism to halt, if not prevent,
haemorrhaging inter-state conflict, the interim bandage fix became peacekeep-
ing. Sometimes the bandage worked, sometimesit failed to stop the bleeding, and
other times it could only slow down the bloodshed without addressing the root
causes of conflict.

Today, in the post-Cold War world when the barriers to truly effective peace-
keeping and other UN peace operations (e.g., humanitarian relief and peace
enforcement operations) should have fallen like the Berlin Wall, the fiascoes in
Somalia and Bosnia overshadow the successes in Namibiaand El Salvador. Asa
result, many are advocating the abandonment of UN peace operations as an insti-
tution, peacekeeping, peace enforcement, etc. as concepts. While they are not
panaceas, many of their failureslie not in the concept of UN peace operations per
se, but in their uneven practice, in the reluctance of the belligerents to strive for
peace, and in theinadequate support from the member states of the United Nations.

Argument

It is to the latter area that this paper concerns itself. In the past, member states
have failed to give United Nations peace operations (UNPO) adequate financial
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support, strong unwavering political backing, and the full resources at their dis-
posal. This paper asks if the United States has, can, and will provide its full
resources, specifically intelligence, to UNPOs.

On the surface, intelligence support to peace operations — particularly from
the recognized leader in the field of espionage — appearsto be aresource which
can make or break an operation. Conversely, failure to provide such support leads
one to recall the admonishment from Rabbi Hillel the Elder: “[I]f | am only for
myself, what am 1? If not now, then when? If not me, then who?’ Thus in this
perspective, American intelligence can and must be made a supporting player in
all ongoing and future UNPOs.

Thisargument has two components: moral and practical. From the moral side,
one can arguethat if oneisaware of crimes against humanity or seriousviolations
of international law, yet does nothing about it, one becomes an accomplice to the
activity. In this viewpoint, there are three levels of such “sins of omission”: no
response, inadequate response, and silence in the face of evil. For example, to
stand by and watch the unfolding horrorsin Rwanda and do nothing is unforgiv-
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annoying and overdone security classification rules, and “hey, presto!” it would
work.

Unfortunately, this is not the case. It is not simply secrecy that limits or pre-
vents such laudable intelligence support. In fact, secrecy is only a minor factor.
The key question which must be asked is not could or would the United States
provide intelligence, it iswhether it should. For its part, the United Nations must
ask itself whether it should accept such products and services. The answer many
timesis“no” or at most a qualified “maybe.”

Although the United Nations has yawning gaps in intelligence gathering and
analysiswhilethe United States has a prodigious global intelligence system, there
are numerous problems with this“fit,” problems which sharply constrict both the
intelligence producer and intelligence consumer from sharing and using thisin-
formation. Intelligence support will not be impossible, just difficult. These
problems essentially lie with the mismatch between the American intelligence
system on the one hand and the United Nations and UNPOs on the other. Fre-
guently, these two sides of the equation are at odds with one another and only
when they converge — or at least share enough of acommon goal to temporarily
set aside differences — can one expect to see national intelligence successfully
supporting a UNPO.

Inanutshell, national intelligence hasintrinsic weaknesses which hamper both
the quality and the applicability of itsinformation to UNPOs. Not only hasAmeri-
canintelligence frequently failed its own master, its systemic weaknesses will be
increasingly strained when intelligence is provided to a nontraditional consumer
operating in nontraditional operationsin anontraditional setting, namely the United
Nations in peace operations in the Third World. Additionally, the United Nations
typically does not see itself as a collector or user of espionage products. More
importantly, the organization has afundamentally different attitude toward intel-
ligence (or in UN parlance “military information”) — particularly in operations
— which placesit at odds with traditional state views toward such products and
services. Finally, UNPOs strive for impartiality, if not always neutrality, at all
costs making the collection and use of intelligence problematic. This impartial-
ity/neutrality requirement further limitsthe extent of foreign intelligence sharing,
gathering, analysis, and reporting. Fortunately in UNPOs there are several his-
torical alternatives other than intelligence to gather information, each with its
own strengths and limitations. Only when all these methods have been tried and
failed, should the UN turn to the United States — and by extrapolation other
member states — for intelligence support.

In the end, however, intelligence, like peace operations, is not a panacea for
deeper systemic problems. In UNPOs, knowledgeisnot power if there are neither
sufficient resources nor the will of both the member states and the belligerentsto
use that knowledge to achieve a lasting peace. Only when the latter areas are
adequatewill information and intelligence emerge as a substantive factor. Whether
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gathered by American satellites, intelligence will only rarely play amajor rolein
the success of an operation.

Scope and Research Limitations

With the few exceptions noted below, this paper examines all past and current
United Nations peace operations, looking for those in which intelligence — or
barring that, information — was a noted aspect. It incorporates the opinions and
commentaries from avery wide range of scholars, intelligence experts and mili-
tary officers on UN affairs and intelligence (usually commenting on one of the
topics, but only occasionally on both). It also incorporates responses to a series of
guestions on the subject posed to the United Nations Department of Peacekeep-
ing Operations (DPKO), the US Defense Intelligence Agency (DIA), American
military services, Canada’s National Defence Headquarters (NDHQ), and several
international peacekeeping training centres. On a more personal note, the author
has also included his impressions from more than a decade in the military intelli-
gence profession, especialy from his last posting as the Operations Officer,
Directorate of Intelligence, Headquarters Combined Task Force, Operation Pro-
vide Comfort. Therethe author saw firsthand the difficultiesinvolved in providing
intelligence to amultinational, quasi-UN-sanctioned peacekeeping operation op-
erating in Kurdish-controlled northern Iraq.

In such a broad study, there are the inevitable shortfalls in research, though
they are hopefully largely shortfallsin datarather than inlogic or presentation. In
the paper — for reasons discussed below — there are three crucia assumptions:
(i) thelimited dataon therole of USintelligencein awide variety of past non-UN
peacekeeping/UN peace enforcement operations can still shed somelight on how
the United States sees intelligence being used in UNPOs in general; (ii) intrinsic
problems within intelligence and how the United States has applied that informa-
tionin war-fighting coalitions will affect the adequacy and applicability of future
intelligence support to UNPOs; and, (iii) certain lessons learned and constraints
in traditional UN information gathering (e.g., ground observation, aerial surveil-
lance) are applicable to intelligence in an UN operation.

Given the shadowy nature of intelligence and the normal reluctance of thein-
telligence community and the UN to fully discuss how, or if, an intelligence
relationship exists and operates, some facts are simply unavailable. This has two
implications: an agency may refuse to make any comment whatsoever, choose
not to provide an official response, or not provide full answers to my questions
(asdid the Central Intelligence Agency (CIA), Canada's NDHQ and DIA respec-
tively). Secondly, since the author is an American military officer, this research
paper has been vetted through the DoD to ensure no classified material is re-
vealed, regardless of whether that information came from the author’s own
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Notes

1. Charter of the United Nations and Statue of the International Court of Justice (New
York: United Nations Department of Public Information, April 1994), p. 1.

2. Oddly enough, being at aprivate university, much less onein Canada, the author has
been unable to convince the Defense Technical Information Center (DTIC) to send
him numerous unclassified reports and theses written by American military intelli-
gence officers attending post-graduate and professional military schools.

3. Accessto DTIC materials could have helped in addressing the “how.”



1. Future United Nations
Peacekeeping Operations

This question is obviously the most important to answer. If, after the string of
disastersin Angola, Somalia, Bosnia, and Rwanda, the United Nations and/or a
host of crucial peacekeeping contributing states (e.g., Canada) and UN Security
Council member states sour on the whole concept of peacekeeping, then peace-
keeping's tenuous, if long life, will be cut short. The question of intelligence
support to UNPOs will then become moot.

ProblemsWith Traditional Peacekeeping

Certainly traditional peacekeeping operations (PKO), characterized by itsforce’s
neutrality, acceptance by the belligerents to both the PKO troop presence and to
an eventual peace, and having only a limited suite of weaponry and personnel,
has sometimes been suspected as being ineffective, inefficient or incompetent.
Several authors have pointed to failures in the UN itself and advocate using re-
gional or multinational approachesto peacekeeping. However, their criticsin turn
arguethat thereis not much to be gained and much to belost by such amove.! For
instance, Paul Diehl has commented that

[r]egional and multinational peacekeeping operations have the potential to succeed
or fail for many of the same reasons that UN operations do ... Yet they also carry
with them some unique risks and problems that make their applicability much more
limited ... Analysis of most prominently suggested substitutes for UN peacekeeping
arrangements reveal s that the current system is among the best available. Certainly,
the conclusion that other alternatives can systematically substitute or replace UN
operations is unfounded.?

Other, more recent commentators have gone a step further and suggest that peace-
keeping itself is a failed concept, although upon closer reading much of this
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criticism revolves around failures in misapplying peacekeeping tools or failures
in those who apply the tools themselves rather than afailure in peacekeeping itsalf.?
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sovereignty, to the unwillingness of member statesto commit themselvesin areas
where they have little to no national interest.™
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peace enforcement doomed to failure, but so is the credibility of the UN to per-
form any future peace operations. But this still does not mean that humanitarian
interventions and peace enforcement operations should never again be attempted.
Their failures reflect inadegquaciesin their facilitation, not in their conception. In
the end, peacekeeping, humanitarian intervention, and peace enforcement are
equally valid yet separate concepts.

The Continuing Need For UN Peace Operations

The future will demand more, not less, UN peace missions, especialy in the tur-
bulent Third World. The growing crises there, the collapse of artificia states, the
rise of unbridled ethnic and tribal hatreds, the return of genocide as an acceptable
and unpunished tool of vengeance, famine, demographic surges, diseases like
AIDS and the Ebola virus, and even regionwide mental illnesses resemble the
coming of the “four horsemen of the apocalypse”*® and will al demand interna-



12

Informing the Blue Helmets

they do not mean that UN peace operations, whether they be termed peacekeep-
ing, humanitarian intervention, or peace enforcement, are passe. At the end of the
day, as Ingvar Carlsson scolded, we the member states are responsible for the

fai

lures of UN peace operations.

[Criticism about recent UN failuresin peacekeeping] isimportant, but it should be a
process informed by the most basic fact about the United Nations — a fact that
many governments and most commentators readily forget in their rush to condemn.
Itissimply that the UN isus. It is not a separate entity with alife, will and energies
of its own. It is whatever we have given it the ability to be ... [I]t is we who have
been a primary cause for the greater part of the UN’s shortcomings.?

The problem with peacekeeping, humanitarian intervention, or peace enforce-
ment is not in their concepts, but with the deficienciesin member states’ will and
resources to make those concepts work.

Notes

It isinteresting to note that despite hisreservations, Boutros Boutros-Ghali has con-
sistently spoken out for the benefits of regional and multinational peacekeeping to
take the load off the UN. See Barbara Crossette, “U.N. Chief Ponders Future of
Peacekeepers,” New York Times, 3 March 1995, p. A3; and Boutros Boutros-Ghali,
An Agenda For Peace: 1995, 2d ed. (New York: United Nations, 1995, p. 15. Taking
the opposing viewpoint are numerous scholars and activistsincluding Paul F. Diehl,
International Peacekeeping (Baltimore, MD: The Johns Hopkins University Press,
1993) and “Institutional Alternatives to Traditional UN Peacekeeping: An Assess-
ment of Regional and Multinational Options,” Armed Forces & Society 19 (Winter
1993):209-30; Alain Destexhe, “The Third Genocide,” Foreign Policy 97 (Winter
1994-95):3-17; and S. Neil MacFarlane and Thomas G. Weiss, “The United Na-
tions, Regional Organisationsand Human Security,” Third World Quarterly 15 (June
1994):283.

Diehl, “Ingtitutional Alternatives,” p. 228.

See Diehl, International Peacekeeping, pp. 104-05; Richard K. Betts, “The Delu-
sion of Impartial Intervention,” Foreign Affairs 73 (November/December
1994):22-24; and Alvin and Heidi Toffler, War and Anti-War: Survival at the Dawn
of the 21st Century (Boston: Little, Brown and Co., 1993), pp. 210, 227-28.

Sir Brian Urquhart, quoted by Augustus Richard Norton and Thomas George Weli ss,
UN Peacekeepers: Soldierswith a Difference, Headline Series No. 292, (New York:
Foreign Policy Association, 1990), p. 4.

Alan James, “The UN Forcein Cyprus,” International Affairs65 (Summer 1989):500.

See Michael Renner, Critical Juncture: The Future Of Peacekeeping, Worldwatch
Paper no. 114 (Washington, DC: Worldwatch Institute, 1993); William J. Durch,
“Paying the Tab,” in The Evolution of UN Peacekeeping: Case Sudies and Com-
parative Analysis, ed. William J. Durch (New York: St. Martin’s Press, 1993), p. 44;
and Sir Brian Urquhart, The Role of the United Nations Peacekeeping in the Post
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2. The Role of the United States
In Future UNPOs

Of all the UN member states, the United States has in the past and will in the
foreseeable future make or break a peace operation, regardless of whether it de-
ploys its formidable combat forces. Particularly now, as the remaining world
superpower, the United States can freely choose to apply or withhold its consider-
able will and vast resources. Fortunately for the United States, the UN, and the
world at large, it appears that Washington will not heed calls for a new isolation-
ism or selective disengagement as many, including the Secretary General, have
feared.

Rather, inthewords of Secretary of State Warren Christopher, the United States
is anything but hesitant about remaining engaged. Writing in a recent issue of
Foreign Policy, Christopher stated:
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necessary to review the constraints and limitations which these domestic actors
place on American participation in peace operations.

The most notable set of constraints on the American military to date has been
the classified Presidential Decision Directive (PDD) 25 which establishes several
guidelines on whether to vote in favour of a UNPO and whether to commit the
American military to support a UN operation. According to the Department of
State’ sdocument entitled The Clinton Administration’s Policy on Reforming Mul-
tilateral Peace Operations (apparently an unclassified version of PDD 25), the
following factors will be considered:

UN involvement advances U.S. interests...

[T]hereisathreat to breach of international peace and security...
[T]hereareclear objectives and an understanding of wherethe missionfits...
[Flor traditional ... peacekeeping operations, aceasefire should bein place
and the consent of the parties obtained before the force is deployed
[F]or peace enforcement ... operations, the threat to international peace
and security is considered significant; the means to accomplish the mis-
sion are available ...; the ... consegquences of inaction ... are considered
unacceptable; the operation’s anticipated duration is tied to clear objec-
tives and realistic criteriafor ending the operation...

[T]he risks to American personnel ... are considered acceptable....
[Plersonnel, funds, and other resources are available

U.S. participation is necessary for the operation’s success

[T]he role of U.S. forces is tied to clear objectives and an endpoint for

17
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can cure a problem and keeping them from being needlessly diverted toward the
terminally ill and hopelessly insane patients.

However, even with the administration’s reasonable limitations on American
involvement in UNPOs in place, Congress — particularly one dominated by the
opposition Republican party, a party that has initiated a conservative contract
with the American public — will place even further restrictions on any future US
combat role in these operations. As S. Neil MacFarlane and Thomas G. Weiss
have argued “[t]here simply is no political pay-off for Congressional support for
the UN.”* Moreover, the current Congressional leadershipisill at ease with UN
collective security mechanisms such as peacekeeping. At timesit even expresses
avisceral distrust and hostility toward “international civil servants.” In the view
of Senator Bob Dole, the United Nations — and by inference peacekeeping —
will needlessly jeopardize American lives, weaken American sovereignty, and be
theworst of all possibleworlds. “ I nternational organizations— whether the United
Nations, the World Trade Organization, or any others,” wrote Senator Dole,

will not protect American interests ... International organizationswill, at best, prac-
tice policymaking at the lowest common denominator — finding a course that isthe
least objectionable to the most members ... The choices facing America are not, as
some in the administration would like to portray, doing something multilaterally,
doing it alone, or doing nothing. These are false choices. Thereal choice iswhether
to allow international organizationsto call the shots — asin Somalia or Bosnia—
or to make multilateral groupings work for American interests — as in Operation
Desert Storm.*?

The current Congressional |eadership has already made its move to implement
some of the concerns expressed by Senator Dole. Earlier in 1994, the House re-
cently passed HR 7 (the National Security Revitalization Act), the defence portion
of the Republican “Contract with America’ and has passed it over to the Senate.
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In addition, even when vital interests are at stake, the American public prefers
aquick clean conflict with easily understood objectives and more easily identifi-
ablevillainsto caricature. The quick successin the Persian Gulf War only reinforced
thislatent tendency. L ong drawn-out operationsin countries most Americans could
not find on amap and for which there are no clear “black hats’ and “white hats’
run counter to the public’stastes and attention span. Michael Mandelbaum stated
that:
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The UNOSOM 11 experiences suggest that the US armed forces may not at present
be temperamentally or culturally attuned to the requirements of low-level military
operations of the kind required in Somalia and similar operations ... [There is] a
distinctive mind-set and approach to low-intensity operationswhich had been shaped
by the American experience during and after Vietnam, and by a deeply entrenched
belief in the efficacy of technology and firepower as a means of minimising one’s
own casualties. It is an approach that was inappropriate to the particular circum-
stances of Somalia®

However, aswith criticism of PDD 25, this notion of aculture clash may be overly
exaggerated. There is the strong possibility that US military forces could in fact
be acculturated to adopt the less offensive-oriented, more patient approach needed
in traditional peacekeeping.?

Assuming that the cultural and attitudinal problems are not as serious as be-
lieved, or at least can be contained, another problem with using American military
forcesin UNPKOsrevolves around the military’s primary mission: high intensity
battles against amajor regiona power. Expending manpower and other resources
for a long-term low-intensity peacekeeping operation might not only compro-
misethe military’ s requirement to meet two simultaneous— or nearly simultaneous
major regional conflicts, it may be an inefficient use of such highly-trained sol-
diers.z Others have commented that peacekeeping operations do not play to the
strength of USforces, that “the US should play the role of the police SWAT team
to the United Nation’s cop on the beat.”?* In the final analysis, being able to suc-
ceed in peacekeeping operationsisonly aside benefit of having combat proficient
troops, but it is not the purpose or the primary mission of the US military. The
current chairman of the joint chief of staff recently came down hard on this mat-
ter, arguing that

The profusion of Operations Other Than War [which includes peacekeeping opera-
tions] has elicited a stream of ideas about how to restructure or reorient our forces
specifically for this purpose. This would be wrong. We cannot become confused
about the fundamental purpose of our armed forces. That purposeistheir readiness
to fight and win our nation’swars. No other purposeisasvital to our security. Aswe
reshape and train our forces, it must be for this purpose above all others. (emphasis
in the original)?®
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Some point out that organizations can only be good at so many things and, as such,
we should be cautious about embracing PKOs. Business literature abounds with
tales of the pitfalls of rapid product-line diversification by firms that quickly lost
their sense of identity and purpose. The analogy isnot inappropriate. That participa-
tion in peacekeeping operations could have adel eteriousimpact on the Army’s ability
to maintain its competitive edge within a very unforgiving world market is beyond
doubt.?’

Combined with budget cutbacks which increase operational tempo, place the de-
ployment burden on fewer shoulders, and offer fewer opportunities for realistic
combat training, readiness takes a tremendous hit when forces are asked to per-
form in nontraditional duties such as peacekeeping and humanitarian relief
operations.?®

American Intelligence as an Option

Given the constraints above, does that mean that the United States, despite the
Clinton administration’s desire to remain engaged, must stay at home and never
deploy ground forces in UNPOs? Will it be limited to its Cold War policy of
writing the checks and occasionally transporting forces and equipment? While
the efforts of the current air operationsin support of UNPROFOR are commend-
able, thereisstill avast world of difference in degree and quality of an American
commitment between ground troops and the more transient air and sea forces.
Are there any possible options other than sending ground combat troops over-
seas? If the bulk of the United States military isgenerally ill-suited, reluctant and
otherwise engaged, what else can the US do? Perhaps one can moderate the cau-
tion expressed by Lt. Col. Eikenberg above by seeking out new markets for a
proven product rather than expanding into a new product line. Thus the answer
may well lie in providing the United Nations with products and services which it
needs, for which the United States has a clear advantage, and for which there will
be little to no domestic and military restraints. Intelligence support to UNPOs
would seem to fit the bill quite nicely.

In thisregard, several scholars and military officers agree that thereisabright
future for the provision of classified American intelligence products and services
to UN forces. For example, Mats Berdal has stressed that the United States should
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Until fairly recently, the very notion that American intelligence would flow to
the United Nations would have been considered ludicrousin US military circles.
Nowadays it has evoked a great deal of interest at all levels. Senior officers and
civilians in the intelligence community have been deeply involved in examining
the prospects of serving this new consumer. Intelligence support to peacekeeping
(or at least to OOTW of which peacekeeping is a part) has been the main agenda
item both for a recent Senior Military Intelligence Officer Conference™ and a
symposium at CIA entitled “Oracle Blue.”* Joint and US Army doctrine have
recently been devel oped on peacekeeping operations, both of which discussintel-
ligence support in great detail >

Courses on the subject are also being taught at anumber of American military
intelligence schools, from a three-day course entitled “Intelligence and Peace
Operations’ at the Joint Military Intelligence Training Center to an el ective course
at the master’slevel entitled “ Enhancing the United Nations: Intelligence | ssues”
taught at the Joint Military Intelligence College (IM1C), both in Washington, DC.3*
In a departure from past practice, second lieutenants undergoing initial intelli-
gence officer training at Goodfellow AFB in Texas are now formally instructed
on the provision of intelligence to UN peacekeeping operations.® The number of
theses and research reports on the subject written by military officers attending
professional military schools has skyrocketed and in fact graduate students at the
JMIC have had to be dissuaded from adding to what appears to be a glut of re-
ports.® Even the Clinton administration and Congress have gotten involved, the
former offering to shareintelligence with the United Nationsaslong asitisreim-
bursed and security precautions are taken whilethelatter, departing fromitsharsh
and restrictive language in HR 7, is relatively amenable to providing UN PKOs
with intelligence (as long as there is adequate security to protect sources and
methods).*”

Anditisnot just the Americanswho are actively pursuing the topic. For exam-
ple, Canada's Lester B. Pearson Peacekeeping Training Centre in Nova Scotiais
currently considering establishing a two-week course on intelligence support to
peacekeeping operations. If and when a working group of outside expertsin the
field determine whether there is enough material to develop a curriculum, if the
Centre determines there is a need for such a course, and if money is available
from the Canadian government, acourse will be established. If the courseis held,
it will be afirst of itskind for an international peacekeeping centre and will be a
guantum change from the low-key “low-tech” observation and reporting training
held at other international peacekeeping training centres. A good example of this
current “low-tech” approach to information/intelligence would be the Finnish UN
Training Centre, where students are taught the main features of the armiesand the
equipment needed in the areas where they will deploy, the English vocabulary
related to the equipment, and the reporting procedures.®

If thistrend continues, it will mark amajor sea change in the concept of intel-
ligence, from a carefully guarded national asset to just another product or service
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which the United States and other nations can provide. Much as the American
strategic airlift offered to past UN operations, intelligence support would soon
become a commoadity to be traded (albeit to a select group of customers). Hugh
Smith had an interesting thought when he wrote of the possibility of intelligence
support to the UN as being a money-maker for organizations facing budget cuts.

These [national intelligence] organisations ... are ... facing the challenge of dimin-
ishing resources [with] cuts in intelligence as part of the peace dividend. One
conseguence may well beless support for the UN, but an alternative response could
be a search for new roles. Support for UN peacekeeping might prove an attractive
budget-enhancing, or at least, budget-protecting option for national intelligence
organisations.*®

And if theadministration hasitsway it can begin cheerfully charging for services
rendered for the cause of peace.”°

From the UN’s perspective, it would like these services, although charging for
intelligence may forcea“broke” United Nationsto drive ahard bargain, settlefor
less or go without. From all reports, the United Nations, which has traditionally
avoided being tainted with the very notion of intelligence, is increasingly inter-
ested in acquiring such information from member states.

Boutros Boutros-Ghali in the first edition of An Agenda for Peace called upon
member states to “provide the Secretary General with detailed information on
issues of concern ... needed for effective preventive diplomacy.”* In two separate
statements subsequent to the Agenda for Peace's publication, the president of the
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AreasWhere USIntelligence May Help UNPOs

In the realm of future UN peace operations, there are five areas where it appears
that US intelligence can assist and bolster the UN’s underdevel oped information
collection and analysis mechanisms. First and foremost, it can provide an indica-
tions and warning capability before conflicts begin or get too far out of hand.
Ingvar Carlsson noted that in addition to the UN developing its own early warn-
ing system, “governmentswith extensive information-gathering capacities should
share with the UN information on trends with the potential to cause conflicts or
tragedies.”*” Second, once a decision is made to send peacekeeping forces to a
country or region, intelligence can assist in pre-deployment planning to select the
location of UN field headquarters, access to major transportation routes, status of
the belligerents’ forces, terrain, etc. In fact, knowledge of where a military force
is going to operate was recognized centuries ago by Sun Tzu:

Generally, the commander must thoroughly acquaint himself beforehand with the
maps so that he knows dangerous places for chariots and carts, where the water is
too deep for wagons; passes in famous mountains ... [and] the size of cities and
towns ... [A]ll these facts the general must store in his mind; only then will he not
lose the advantage on the ground.*®

Interestingly enough, inadequacies in having sufficient information for pre-
deployment planning has frequently been acknowledged as one of the United
Nation's central weaknesses, a weakness that could be overcome by US intelli-
gence support.*®

Thethird areawhereintelligence may play arolewill bethe security of the UN
force. Once UNPKO forces arrive in country and until the day the last soldier
leaves, it is fundamentally necessary that the forces be secure from attack. Obvi-
oudly if the UN force were engaged in a peace enforcement operation or werein
a situation where anarchy prevailed, this requirement would be paramount, but
even in atraditional peacekeeping setting, situational awareness of what the hos-
tile parties might do to one's force, either deliberately or accidentally, is every
commander’s key responsibility.

Fourth, UN forces monitoring ceasefires and disengagement agreements, par-
ticularly over large areas of land, may be well served by American intelligence
acting as a supplement to their ground and air-based observation missions. Such
information will help the forces do their job more effectively and efficiently. As
Peter Jones remarked: “[t]he greater the ability of the peacekeepersto detect what
is going on around them, the greater their ability to take actions designed to pre-
vent activitiesin an area from getting out of control.”% Intelligence information
could al'so be used to shame those belligerents who are cheating the ceasefire to
abide by the accords.® Finally, if a peacekeeping operation turns sour and slides
into the realm of peace enforcement and needs to retreat under fire (such asin
Somalia during the pull-out of the remaining 2,500 Pakistani and Bangladeshi
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troops from Mogadishu where American photo reconnaissance played a small
role, or if abonafide humanitarian intervention/peace enforcement operation takes
offensive action against one or more of the local parties, extensive intelligence
information could prove useful in determining status, locations, and intentions of
the hostile belligerents.

Case Studies of Past US Intelligence Support

In the past and up to today, the US has occasionally assisted in at |east some of
these five areas. The few documented instances where there has been American
intelligence support to UN peace operations have generally been successful.>
However, there is a major problem with evidence. For the cases where there is
good documentation, all of them are fundamentally different from each other.
Conversely, in several other cases which are similar, thereis very little documen-
tation.

Specifically, there isin fact only one well-documented case where American
intelligence support has been provided to a UNPO: UNOSOM 1. Intelligence
support to the UN Special Commission (UNSCOM) has been quite extensive and
backed up with good evidence, but it does not fit the normal pattern of any previ-
ous UN operation. Finally, while not a UN peacekeeping mission controlled by
the UN, the Sinai mission received a great degree of US intelligence assistance.

On the other hand, while there have been sketchy reports of support to the UN
Transitional Authority in Cambodia (UNTAC), UNPROFOR, UN Assistance
Mission in Rwanda (UNAMIR) and the UN Mission in Haiti (UNMIH), for the
most part all that is revealed is that intelligence has been supplied, not what the
nature, scope, and constraints of such intelligence support were.®® Falling some-
where between the proper model/documentation dilemmaisthe recent introduction
of American intelligence support to the UN headquartersitself. Despite there be-
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support to US-only operations. In joint intelligence doctrine for US-only opera-
tions, intelligence would follow arelatively straight course down from the national
intelligence community level (e.g., DIA, CIA, NSA and the National Military
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There are even morelingering unanswered questions regarding this operation.>
What form did this intelligence take (e.g., imagery support, analytical reports,
SIGINT or HUMINT reports)? Was the UNOSOM |1 commander satisfied with
theintelligence he received in terms of relevance, timeliness, and accuracy? What
made the UNOSOM |1 force change its mind regarding American intelligence?
However, the most important question is whether the lessons|earned from Soma-
liacan be broadly applicable to those UNPOs where US forces are not deployed;
thisisafter all whereintelligenceisused as atrade-off for an actual US presence.
Somaliamay very well be an atypical case study. Theincreasingly volatile nature
of the UNOSOM || humanitarian interventi on/peace enforcement operation cried
out for intelligence support, if anything but to protect the troops from being con-
tinually harassed and sniped at by Somali clansmen. The need for intelligencein
traditional peacekeeping and humanitarian relief operations may be less urgent,
more muted.

UNPROFOR

The most pressing UN operation requiring intelligence is, of course, Bosnia. As
mentioned earlier, reports of USintelligence support to UNPROFOR are sketchy
and incomplete. In addition to thelimited DIA and UN DPKO referencesto Ameri-
can intelligence being provided to UNPROFOR, Misha Glenny in a spring 1995
issue of Foreign Policy
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UNTAC, UNAMIR, and UNMIH

Thereis even less documentation on and more speculation regarding intelligence
support to the UN operations in Cambodia, Rwanda, and Haiti.®? What is known
isthat DIA has been designated by the Director of Central Intelligence (DCI) as
the American intelligence community’s executive agent for intelligence support
for these operations, implying that thereisin fact operational support. While DIA
statesthat UN headquarters and field commanders are generally pleased with the
American intelligence support, the UN indicatesthat it has been more of amixed
bag. However, itisstill not known whether any complaints have been levied against
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Multinational Force and Observers (MFO) in the Sinai

The only true peacekeeping mission where there was well-documented American
intelligence support was in fact not even a UN mission. During the MFO, the
United Statesflew weekly tactical photo-reconnai ssance missionsalong the UNEF
Il buffer zone and the Giddi and Mitla passes with the full knowledge and support
of the Egyptian and I sraeli governments. Additional flightswere arranged to verify
possible violations. Not only was American reconnaissance openly performed,
the results of the missionswere freely shared with the Egyptians, the Israglis, and
the commander of UN forcesin the area.®

As a supplement to this airborne imagery collection, the Sinai Field Mission
was established with an American defence contractor (E-Systems) operating an
electronic surveillance network (including seismic, acoustic, infrared sensors al-
though SIGINT sensors cannot be ruled out judging by the known expertise of the
company inthe latter field) in the two passes.®® That the US may have tapped into
its satellite assets to cover the area as one author suggestsis certainly not surpris-
ing, but whether that fact, any data or even imagery from those sources was
provided to the non-American forcesis only a matter of conjecture.®

Here however, it is not known whether US intelligence support was adequate,
whether information flowed from national sources and agencies through the UN
to the field, and whether there was any other form of intelligence support (e.g.,
SIGINT or HUMINT).

United Nations Special Commission on Iraq (UNSCOM)

The United States intelligence community has been most deeply and publicly
involved initsdirect support to UNSCOM. UNSCOM'’s mandate is “to carry out
immediate on-site inspection of Irag’s biological, chemical and missile capabili-
ties, to provide for the elimination of these capabilities,” and to assist the
International Atomic Energy Agency (IAEA) in its inspection of Iragi nuclear
facilities is one which is of critical national interest to the United States.®” It is
also one that cannot be completed without extensive American technical and in-
telligence expertise in NBC detection.

Through its provision of a U-2 reconnaissance aircraft flying several times a
week complete with pilots and ground crew as well as possibly satellite imagery
and other intelligence information given to the commission and to the IAEA, the
United States can greatly influence the success of UNSCOM'’s mandate and the
IAEA’'s mission to find and destroy Irag’s weapons of mass destruction (WMD)
program.®® For example, with the help of the U-2, UNSCOM was able to locate
cauldrons associated with the Iragi electromagneti c i sotope separation effort which
the Baghdad government had dispersed and buried in remote areas. German-loaned
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helicopters, recently equipped with gamma detectors, FLIR sensors, and ground
penetrating radar, have also proven to be both a useful tool for UNSCOM and a
source of controversy with Baghdad.

Ultimately, such an intrusive intelligence collection, even on behalf of a neu-
tral United Nations, canruninto agreat deal of hostility by the party being observed.
Despite Iraq having been painfully defeated by the Desert Storm coalition, it re-
mained (and remains) defiant toward the United Nations, UNSCOM, and the U-2
and helicopter reconnaissance flights, vociferously complaining that the latter
infringed upon its sovereignty by conducting “espionage” and demanding sig-
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The process for requesting information appears somewhat cumbersome and
sluggish: UN headquarters and field commander requests for information (RFI)
are sent to the 1&R Unit which taps into its open source references and online
public access data services. If moreinformation is needed, 1& R has the option of
passing the request to the member state mission(s) for assistance. In the case of
the US, each of these requests must then be cleared and approved by the State
Department before being passed to the US intelligence community with DIA act-
ing as the overseer. Once an appropriate answer is found and downgraded or
sanitized to the “UN Restricted” level, the information is then passed to the US
UN mission, where it is subsegquently forwarded to the I&R Unit. It is unknown
whether other member states have been tapped for information and what their
bureaucratic procedures entail.

Washington has also sold an intelligence data processing system to the United
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peacekeeping forces, but with the belligerents as well. The confidence engen-
dered by the sharing of US tactical reconnaissance products with the Israglis and
Egyptians payed handsome dividendsin the overall success of the mission.” This
latter case may pose a serious operational problemif: (i) the belligerent(s) do(es)
not permit intelligence activities on its territory, or (ii) the nation providing the
intelligence does not permit all UN forces— much less the belligerents — equal
access to information. While in a more combat-oriented peace operation (e.g.,
peace enforcement), thefirst criteriamay be overriden, ignoring the second crite-
riafoolishly sets up several of the UN national contingent for needless danger.

Lastly and most importantly, while the quantity and quality of information is
important and the types of communications and computer support often critical to
make a“jury rigged” system work, what really ensuresthe responsive delivery of
US intelligence to UNPOs is the on-site presence and personal direct involve-
ment of Americans in peacekeeping. A crude continuum can be deduced — the
more Americans there are involved in a UNPO, the closer they are to the field
operation and the higher the subsequent possibility of violence and threatsto the
American forces, the better the US intelligence support. When that presence is
absent, dedicated and relevant intelligence support may become doubtful. In an-
swer to therhetorical question posed earlier in contrast to the situationin UNOSOM
I1, Lt. Col. Seney commented:

If the US does not send troops to a PKO, under current circumstances, it is highly

unlikely that it will be willing to provide intelligence information to support that
operation. (The exception being medical information [e.g., information on infec-
tious diseases in the PKO'’s area, capability of indigenous medical support]).”™

From a sheer parochial intelligence perspective, one can drop down from a“ So-
malia high” to a“Rwanda low.”

These are just the initial lessons learned from alimited number of cases using
even more limited information. To draw broader lessons for the future, we must
now make the second critical assumption: that despite itsimpressive capabilities,
there are intrinsic problems within the US intelligence system and the intelli-
gence process itself. These inadequacies and how the United States has applied
intelligenceinformation in war-fighting coalitionswill in turn affect the adequacy
and applicability of futureintelligence support to UNPOs. Thiswill be addressed
in the next two chapters.
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3. The Capabilities and
Limitations of the US
Intelligence Community

From all appearances, it certainly seemsthat the vast US intelligence community
can deliver the goods, that it can easily meet the needs of UNPOs. Many observ-
ers of the intelligence business have consistently commented that the sheer size
of the American intelligence community, the high-tech wizardry behind its col-
lection and analysis assets, and its seemingly apparent ability to cover
instantaneously almost any corner of the globe have given the United States an
intelligence organization second to none and, with the dissolution of the Soviet
Union, without a close competitor.t Over the long run, post-World War |1 Ameri-
can estimative intelligence has been of good quality and information on foreign
weapons development and orders of battle have been very good.? Most recently,
despite occasional intelligence failures in the Persian Gulf, the official DoD re-
port onthewar stated “ The Coalition forces' overwhelming military victory against
Iragi armed forces was due in large part to accurate intelligence provided to deci-
sion makers, particularly at national and theatre level "3

The United States' vast array of satellites, listening posts, airborne and shipborne
sensors as well as more esoteric emerging technologies (such as high altitude,
stealthy, long-endurance unmanned aerial vehiclesthat can loiter over battlefields
for days and NBC sensors hidden in tree trunks, leaves, rocks and clods of dirt)
are a mgjor element in gaining the information advantage over its competitors.*
This high-tech approach toward collection (some would say technologically ob-
sessed) is supplemented in large part by a network of agents.® Together, the
technical collection systemsfor imagery intelligence (IMINT) and signalsintelli-
gence (SIGINT) and the human collection “systems’ (HUMINT) form acritical
triad in trying to determine“what” an enemy isdoing, “where” and “how” hewill
do something, and “why” heisdoing it.t
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No single collection discipline can answer all these questions and there is a
need for al three elements of the intelligence collection triad. Yet until recently
HUMINT hasbeen apoor cousinto its more expensive, capital -intensive brethren.”
In conflicts other than between major military powers, in ambiguous situationsin
the Third World or in peacekeeping operations, it will be HUMINT that will prove
to be more beneficial than all the high-tech gadgetry floating in space, flying
through the air, or travelling through the seas. In times when an enemy’s inten-
tions are more critical than his weaponry, when the scope and nature of deadly
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Please note, however, these figures for the annual budget and for individual sys-
tems are simply the authors’ estimates of classified amounts and cannot be
confirmed and may be far off the mark. However, they do give a sense of the high
expense associated with operating a first-class worldwide intelligence commu-
nity, an important caution to those who envision aUN intelligence system dedicated
to and controlled by New York (but ultimately funded by member states).

Whatever the costs of operating the USintelligence system, Congress and news-
paper editorials are pressing for budget cuts.®* Whether the cuts are drastic or are
crudely applied across the board is a major issue to senior American intelligence
officials, but that cutswill comeisbeyond question or debate. The key questionis
which intelligence functions are to be eliminated, which analytical redundancies
formerly thought necessary to avoid institutional biases are themselves now con-
sidered redundant, and which countries and issues will no longer be targeted.*
No matter how skillful the budgetary butcher, cutting waste and fat eventually
involves cutting muscle and bone aswell; ideally, there will eventually be atighter
focus on what the intelligence community does and whom it serves.® This is
hardly the time to look for new products and new (potentially non-paying)
consumers.

Past Intelligence Failures
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TheAmericanintelligence sagaislittered with failuresin indications and warn-
ing (1&W), from North Korea'sinvasion of South Koreaand the subsequent entry
of Chinese troopsinto the fray to the Tet offensive, and from the fall of the Shah
to the Iragi invasion of Kuwait. The most famous |&W failure is Pearl Harbor, a
failure best chronicled by Roberta Wohlstetter in her still insightful and unchal-
lenged treatise Pear| Harbor: Warning and Decision. In it she pins down one of
the most frequent causes of 1&W failure: atoo low signal-to-noise ratio.

[I]t is apparent that our decisionmakers had at hand an impressive amount of infor-
mation on the enemy. After the event, of course, asignal is always crystal clear ...
But before the event it is obscure and pregnant with conflicting meanings. It comes
to the observer embedded in an atmosphere of “noise,” i.e., in the company of all
sorts of information that is useless and irrelevant for predicting the particular disas-
ter ... [W]e failed to anticipate Pearl Harbor not for want of the relevant materials,
but because of a plethora of irrelevant ones.

The intelligence disaster 54 years ago at Pearl Harbor produced widespread re-
percussions which led in large part to the creation of the CIA and to the structure
and procedures of the national intelligence community of today.

Failures can also take on the form of underestimating a potential opponent’s
force buildup (as we did in the 1970s with North Korea), having incomplete or
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Why Intelligence Failures Occur

Rather than continue to list a series of anecdotes about intelligence failures, it
would be better to systematize those anecdotes to determine where things can go
wrong, specifically during the stages of the intelligence process, from collection
and analysis to dissemination. From day to day, while most of these failures do
not occur or are corrected in time, there is still the chance that any one or more of
the errorslisted below can crop up at anytime. Whileit is highly improbable (and
in some casesillogical) that there can be circumstances when all or most of them
are set off, chaos theory suggests that asmall error, especially one early onin the
process and if left unchecked, can seriously skew the final product. It is because
of these errors, theseintrinsic and in some cases unseen weaknesses that the qual -
ity and usability of intelligence is frequently questionable.

Flawsin Intelligence Collection

Turning first to collection, there may be several problems. At the most basic level,
a country may simply not be interested in collecting information on that area or
issue. Thisis not due to alack of intellectual curiosity, but merely one of priori-
ties. Even the dominant intelligence system in the world cannot hope to cover
every country to the same depth asit did the USSR, or even cover that country at
all. Despite John Hedley’s recent contention that “[t]here are no obscure coun-
tries and remote regions anymore,”? Mark Lowenthal’s comment a decade ago
that “[w]ithout the expenditure of tremendous sums on intelligence, choices must
be made; even with unlimited resourcesthere might still be surprises’
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outright since the source was not considered very reliable.® In Somalia, UNOSOM
Il headquarters apparently “displayed initial reluctanceto accept intelligence sup-
port from the United States, because of the organisation’s distrust of military
intelligence and of USintelligence in particular.”® Finally, during Desert Storm,
several coalition countries provided intelligence reportsto the United States, some
of which reached the Pentagon but which many analysts disregarded as uncon-
trolled reporting of rumour after rumour. If there is no trust in the data, and
especially in the reliability and credibility of the source of that data, thenitisa
waste of both parties’ time and effort to continue further. Unfortunately, it might
also result in ignoring a critical piece of the intelligence puzzle.

Another area affecting collection of intelligence data is that there may be no
overarching authority or common procedures for setting collection requirements
in the first place. Given a finite number of collection assets, there must be
prioritization of what targets they go after. If an intelligence consumer has no
mechanism to present a case for collecting against an item of interest to him or if
several collection assets are looking at the same problem, the downstream user
either receives no information or gets too much duplication at the expense of
other requirements. In UNOSOM 11 for instance, lack of communication between
the US intelligence system and combat forces in Somalia, allied nations' intelli-
gence systems, and the UNOSOM PKO headquarters with regard to coordinating
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Descending down to a more practical level where mistakes can hopefully be
corrected, an overly restrictive security classification system can hamper full analy-
sis of all available and relevant facts. While there is a need to protect sensitive
sources and methods of intelligence collection from disclosure to ahostile power,
it issimply ludicrous for analysts, particularly those working on the same issue,
to have varying degrees of security clearance. Yet it continues, perhaps out of
force of habit, or perhaps out of excessive caution growing out of the possibility
of futureAldrich Ames. Michagl Handel noted that there may be aninnate profes-
sional biasof intelligence organizationsto “ err in the direction of excessive caution
and underutilization of information ... yet underused information is ineffective
and has repercussions beyond the mere wasting of the collection effort.” 3 Limit-
ing access to information which might be thefinal piece of an intelligence puzzle
is nothing short of a self-inflicted wound. It impedes creative analysis. A factor
leading to the intelligence failure at Pearl Harbor was a security system, particu-
larly for SIGINT intercepts, which limited the internal distribution of reports, so
as “to reduce this group of signals to the point where they were barely heard.”
Stansfield Turner cautioned that such compartmentation today has |eft the United
States “just as vulnerable to a Pearl Harbor now asin 1941

Secrecy hasits own malignant charm aswell; areport that bears a higher clas-
sification tends to be considered as being more accurate that those of alesser or
no classification, regardless of whether the former report fits logically with the
bulk of other evidence. Alvin and Hei