Introduction

Cyber warfare is a threat to Canada’s national security. As
technology advances and the world becomes increasingly connected,
Canadian defence practitioners must adapt to a changing strategic
environment. Indeed, cyber-warfare presents a new domain through
which Canada’s adversaries can undermine Canadian sovereignty
and weaken the sources of Canada’s national power. This policy
brief argues that Canada’s cyber-security strategy must be sensitive
to the gender-based dynamics of cyber threats. After providing a
brief overview of how states engage in the cyber domain, I discuss
how cyber-attacks can disproportionally afect women, over the
next twenty years. | conclude with policy recommendations for the
Department of National Defence and the Canadian Centre for
Cyber Security.

State-sponsored and State-Facilitated Cyber Warfare

The cyber domain is a new strategic environment focused on
exploitation rather than coercion. Scholars of cyber warfare
consistently observe that cyber-attacks are an inefective coercive
tool (Fischerkeller et al. 2022). In other words, state-sponsored
cyber-attacks, or the threat thereof, do not reliably ‘force’ a target
to change their behaviour. Rather than coercive instruments, cyber-
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retrieved roughly 21.5 million personal records on American citizens that included names,
addresses, and social insurance numbers (Nakashima 2015). The same year, state-sponsored
hackers stole the addresses and names of 78 million customers and employees from U.S.-
based Anthem Insurance (Reuters 2015). In 2023, Ontario’s publicly funded birth registry
BORN was hacked, compromising extant information, including the names and addresses
of 3.4 million people who sought pregnancy care between 2010 and 2023 (Uday 2023).
Although the perpetrator is unknown, the method the hackers used is linked to the Russian
extortion group Clop, which has ties to the Kremlin. Evidently, without adequate cyber-
security protections, both states and state-aFliated actors can not only obtain identifable
information about everyday citizens but also target certain identity groups.

Although state-sponsored hackers have yet to publicize their datasets of stolen personal
information, there are no assurances that they will keep it to themselves. Although cyber-
coercion is generally an inefective tool to force another state to change its behaviour,
Canada’s adversaries may try to coerce the Canadian government by threatening to leak
confdential information about citizens or government employees that may contain full
names and addresses. Canada’s foreign adversaries might also leak hacked information to
demonstrate their cyber capabilities, disrupt their adversary’s business operations, retaliate
against their adversaries, or sway elections by leaking sensitive data. State-facilitated actors,
or cyber proxies, may also leak information if the ransom they demand is not paid. In
Canadian cases, roughly 11% of companies paid the ransom, providing enough capital
to maintain these hacking operations (Grifths 2024). However, in the remaining 89% of
cases, sensitive information is often leaked. Indeed, once a data breach occurs, hacked
data may be precariously stored by actors who have little interest in ensuring that the data
remains private. The takeaway here is that sensitive information is available to hackers,
posing a signifcant risk to civilian privacy and national security.

These hackers-for-hire are often able to maintain their operations through ransomware.
Should these hackers publish datasets of identifable information during ransomware
attacks, it is unlikely Russia will prosecute their crimes, especially if they are aligned with
state interests. States may also have an incentive to leak hacked data to coerce their foreign
adversaries, demonstrate their cyber capabilities, disrupt the business operations of foreign
companies, or retaliate against another state. Indeed, hacked data may be precariously
stored by actors who may have little interest in ensuring the data remains private.

Leaked data that contains names and addresses will almost certainly lead to increased rates
of gender-based violence against women. Consider the 2017 politically motivated WikiL eaks
scandal that published the full names and addresses of roughly ffty million Turkish citizens
(Brown and Pyltak 2020). Although the hackers were not trying to target women more than
men, the attack had a disproportional efect on women. Every year, hundreds of Turkish
women are killed by their partners, and thousands leave their homes to seek safety from
domestic abuse. By publishing the names and addresses of Turkish citizens, the hackers put
thousands of women in danger and contributed to well-documented incidents of oFine
gender-based violence; ‘doxing’, the process of publishing confdential personal information
online, has led women to be the targets of oFine stalking, sexual violence, death threats,
and bomb scares (Brown and Pyltak 2020). Because women are more likely to be the victims
of intimate partner violence, stalking, harassment, and sexual violence, cyber-attacks that
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leak confdential data to the public can result in increased negative outcomes for women.
Acknowledging how intersectional identities experience disinformation diferently is a good
step toward countering gendered disinformation.

Public reception to data breaches may interact with gendered social norms to infuence
elections. In 2014, a female Ukrainian politician lost her seat after Russian hackers leaked
nude photos of her to the internet. Social understandings of gender could have led voters
to sexualize and objectify Olga Lyulchak, victim blame her, or perceive that she is no longer
a serious candidate (Neuendorf 2014). The release of thousands of Hillary Clinton’s emails
before the 2016 U.S. Presidential election further reveals how data breaches can interact
with gender norms. After her emails were published on Wikileaks, media coverage portrayed
Clinton as untrustworthy, incompetent, and unft for leadership (Goss 2020). No state took
credit for the leaked Clinton emails, but leaking candidates’ is a strategy that Russia has
recently used to infuence elections (Ornstein 2017). Although it is unclear how signifcant the
leaks were to the success of Lyulchak and Clinton’s political campaigns, there is compelling
evidence that in male-dominated environments, women often struggle to prove that they are
strong, credible, and capable leaders (Born et al. 2018). The political scandals that women
face can be catastrophic to their careers; when men face similar scandals, patriarchal gender
norms often protect their reputation, credibility, and careers. In short, because women are
often held to a higher standard than men, and because gender norms often change the
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the agency should have a gender focal point who can lead their unit’s incorporation of
gender perspectives.

5. Communicate the gendered and non-gendered threat that cyberwarfare
poses to civilians: The Canadian Government already has tools to teach civilians
about cyber-security. However, resources such as “Get Cyber Safe” do not signal the
urgency or the importance of taking proper cyber precautions. Canadian civilians
should learn that cyber-attacks often come from hostile foreign governments and that
taking everyday cyber precautions can enhance Canada’s national security. These
cyber-security training programs should include workshops that teach women about
their individual and disproportionate risks.

6. Include a more robust gender analysis in Canada’s National Cyber Threat
Assessment: Canada’s current assessment is gender blind, meaning that the true
impact of cyber threats on the Canadian public is unclear. Canada’s future National
Cyber Threat Assessment should include a section about the gendered impact of cyber-
security, informed by sex- and gender-disaggregated data as well as consultations with
civil society organizations.
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