Introduction

Global interconnectivity is increasing the need for a robust
understanding of hybrid warfare. In an era of great power
competition, states leverage technology, propaganda, and deception
to advance their foreign policy goals. While scholars and practitioners
are beginning to understand how states use disinformation campaigns
to complement their geopolitical aims, it is unclear how these hybrid
warfare strategies use gender norms to infuence diferent identity
groups.

This policy brief combines academic research on state-sponsored
disinformation with literature on feminist security studies to provide
the DND and CAF with policy recommendations on how to address
and combat state-sponsored gender-based disinformation. The
policy brief is divided into four sections. First, it introduces the issue
of gender-based disinformation as a tool of hybrid warfare. Next,
it discusses the dynamics of gender-based disinformation. After
highlighting three national security challenges, it presents policy
recommendations on how Canada should respond to this form of
disinformation.

Background: Introducing Gender-Based Disinformation

The political and economic costs of traditional military confict
have increased the appeal of foreign disinformation campaigns
(Ang, Anwar, and Jayakumar 2021). Defned as “information that
is false and deliberately created to harm a person, social group,
organization or country” (Ang, Anwar and Jayakumar 2021,
3), scholars and practitioners often understand state-sponsored
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disinformation often infates the credibility of male candidates by portraying women as
being unqualifed, overly emotional, prone to lying, and unintelligent. Analyzing the 2016
U.S. presidential election, Bradshaw and Henle (2021) found that these kinds of narratives
were quite pervasive on Twitter accounts linked to foreign state actors. Their comprehensive
dataset of tweets tied to the Iranian, Russian, and Venezuelan governments identifed
Hillary Clinton as the target of over 90% of attacks made against politicians. By appealing
to gender norms, America’s foreign adversaries minimized Clinton’s leadership capacity
and undermined her presidential campaign.

Similarly, states can appeal to homophobia in their disinformation campaigns. During
Canada’s participation in NATO’s Enhanced Forward Presence, Russia began circulating
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Segmentation is another commonly used gender-based disinformation strategy. Segmentation
seeks to polarize and divide societies by separating distinct groups of people and fragmenting
pre-existing groups by leveraging internal divisions. Evidence suggests that Russian-backed
accounts have spread narratives that attack feminists via Twitter (X). For instance, one tweet
read, “Feminists are more likely to rely on petty insults instead of giving valid arguments”
(Bradshaw and Helene 2021, 4604). Other tweets linked to Russia presented feminists as
“man-hating” ideologues who sought to suppress male rights. These narratives misrepresent
feminism and exacerbate pre-existing divisions between feminists and right-wing activists.
These narratives seek to exacerbate pre-existing divisions between feminists and non-
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Endnotes

1 Within the context of the CAF’s cultural crisis, reports of sexual assault perpetrated by CAF members may be
particularly believable. Sexual assault and misconduct within the CAF only beneft Canada’s foreign adversaries. As
reports of sexual violence perpetrated by Russian soldiers in Ukraine spread, Russia can highlight stories of sexual
misconduct by Canadian Forces to claim that even Western countries with purportedly feminist foreign policies have
members of their armed forces who commit acts of sexual violence. Canada must take reports of sexual assault and
misconduct in the CAF seriously and end impunity.




